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The events of September 11, 2001, brought the issue of transportation
security and terrorism to theforefront of policy and gover nment. Public
surface transportation systems ar e especially vulnerable because they
are by nature open and accessible. They also serve large numbers of
people in extensive networks. Case studies of transit systems and ter-
rorist incidentsoffer examplesof effective planning and responseaswell
as gapsin security systems. Systemsin London and Paris have experi-
enced bombing attacks. Tokyo wasthesite of a chemical attack. Prepa-
ration against terrorist attacks involves assessments of vulner abilities,
mitigation of weaknessesin the system, and the development of effective
responseand emer gency plans. Cost factorsarea particular concer n for
transit officials. The use of design elements, closed-circuit television,
training, and exer cises, together with the establishment of close rela-
tionshipswith other local, state, and federal agencies, appearsto bethe
most cost-effective security option.

Whiletransportation security officials have been aware of the threat
of terrorist attacks on transportation networks for some time, the
events of September 11, 2001 (9/11), revealed both vulnerabilities
in security systems and the unimaginable consequences of such
breaches. Surface transportation systems are especialy attractive
targetsfor would-beterroristswanting to cause the maximum amount
of disruption and harm. This paper reviews pertinent literature about
terrorism security and emergency-response planning for surface
transportation systems. Case studies of severa international terrorist
incidents involving these systems provide extremely useful insight
into thekinds of effective measuresnow in place aswell astheways
in which security can be further improved. Several of these studies
examine the more common threats against transit systems, particu-
larly bombing incidents on larger urban transit networks. Others
chronicle incidents involving emerging threats such as chemical
attacks on subway systems.

In contrast to some earlier reviews of transit terrorism incidents,
this analysis also considers the cost-effectiveness of various anti-
terrorism security measures and argues that such an approach should
be employed in evaluating optionsto beimplemented. Security per-
sonnel can draw from work conducted in other sectors, including
highway vulnerability assessments, to develop useful cost—benefit
guidelines. These types of considerations are especially important
inpost-9/11 transit security planning in which transit operators must
contend with both increases in security needs and decreases in
available funding for these activities.
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HISTORICAL OVERVIEWS OF TERRORISM AND
SURFACE TRANSPORTATION SYSTEMS

Thefirst step in developing astrategy for securing transit systemsis
understanding and defining the scope of activitiesthat fall under the
term “terrorism.” The Federal Bureau of Investigation (FBI) uses
the following definition:

The unlawful use of force or violence committed by agroup(s) of two
or moreindividuals, against persons or property to intimidate or coerce
a government, the civilian population, or any segment thereof, in
furtherance of political or social objectives. (1)

Many transit agencies, however, use a broadened definition that
includes quasi terrorism. Quasi-terrorist acts have the following
characteristics: a criminal, ideological, or religious objective; one
person committing the act; and the threat of force or violence (1).
Although terrorist actsare clearly outlined asthoseinvolving specific
perpetrators, targets, and motives, the definition of quasi terrorism
is more vague and ambiguous. The notion of quasi terrorism may
perhaps reflect the somewhat uncertain boundary and relationship
between terrorism and more general crime and safety issues.

Analyses of trends of all terrorist attacksin recent yearsindicate
that while the number of acts of terrorism has decreased, their
lethality has increased. In addition, the number of attacks against
transportation systems increased in the 1990s. In 1991, transporta-
tion systems were the target of 20% of all violent attacks. Thisrose
to almost 40% in 1998 (1). Jenkins' comprehensive chronology of
900 terrorist attacks involving surface transportation from 1920 to
2000 provides an analytical model useful in identifying the most
salient patterns and trends (2). He finds that about two-thirds of
attackswereintended tokill, with 37% involving fatalities. Of these
incidents, about three-fourthsinvolved morethan 1 fatality and 23%
involved 10 or morefatalities (2).

Jenkins and Gersten also examine the public system targets and
tactics used worldwide by terrorists from 1920 to 2000 (3). These
results show that the largest percentage, 46%, of terrorist attacks
against public surface transportation systemswas carried out on sub-
ways and trains, subway and train stations, and rail (Figure 1). The
use of bombswas overwhel mingly the most common tactic (60% of
all attacks) (Figure 2). Although chemical, biological, and radio-
logical attacks made up a very small percentage of all tactics used
(about 1%), a later section of this paper will discuss the ways in
which subway systems are particularly susceptible to these threats.

Surface transportation systems are in general easy and effective
targetsfor terrorists; thisfact isreflected in therelatively significant
proportion of attacks occurring on these systems. Thevulnerabilities
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FIGURE 1 Targets of attacks on public surface transportation
systems, 1920-2000 (3).

lie in the fact that these systems are very public, convenient, and
accessible. They carry large numbers of people daily through exten-
sive networks of stations, stops, and facilities (4). The volume of
passengersand, in particular, the very high number of system access
points make it impossible for transit operators to employ many of
the security tacticsused in commercial aviation. Preventive security
mesasures such asthe screening of passengersand luggage with X-ray
machines and metal detectors, hand searches, passenger profiling,
explosives sniffers, and armed guardswould lead to intol erable pub-
lic transit delays and costs. As aresult, surface transportation secu-
rity tendsto focus more on mitigation, quick response, and therapid
restoration of services after an incident (5).

Boyd and Sullivan conducted a 1997 TRB survey to assess both
the perceptions of transit operators about terrorism and security and
the status of agencies’ existing emergency preparedness, planning,
and response procedures (4). Forty-two U.S. transportation agencies
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participated in the survey, including 31 agencies that provide some
sort of rail service. Most of these agencies a so operate bus service.
Urban and commuter rail systems rank highest in perceived risk as
targets of terrorism: about 2.2 and 2.6, respectively, on ascalefrom
1 (most likely) to 6 (least likely) (Figure 3). In addition, detonation
of explosive devices ranks highest: about 2.4 on ascale of 1 (most
likely) to 7 (least likely) as the act perceived to pose the greatest
threat in the next 5 years (Figure 4). Figure 5 shows that a magjority
of these agencies (88%) have dealt with bomb threats in addition to
avariety of other security threats. Clearly, the security of subways
as part of urban rail systems and the threat of explosives are of sig-
nificant concern to amajority of transit agency operators. These per-
ceptions of risk have almost certainly heightened inthe post-9/11 era,
although, to date, no follow-up survey of perceived transit security
risks has been conducted.

CASE STUDIES OF TERRORIST ATTACKS ON
PUBLIC SURFACE TRANSPORTATION SYSTEMS

Case studies of surface transportation systemsthat have suffered ter-
rorist attacks offer examples of effective measures as well as gaps
in antiterrorism security plans. Jenkins has conducted a series of
case studies of both international and domestic surfacetransportation
systems, including networks in London, Paris, Tokyo, New Y ork
City, Atlanta, and the San Francisco Bay Area (3, 5). The analyses
examine particular incidents and responses aswell as general secu-
rity strategies, procedures, and training. Jenkins' case studies are
extremely useful, particularly in compiling lessons-learned liststhat
can be applied to other transportation systemswith similar physical
and organizational characteristics. The following discussion pro-
videsasummary of threeinternational case studiesinvolving bomb-
ing and chemical terrorism attacks at subway systemsin London,
Paris, and Tokyo. The preparedness, response, and recovery lessons
are highly applicable and relevant to many public transit systemsin
the United States.
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FIGURE 2 Tactics used against surface transportation systems, 1920-2000 (3).
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London and Paris: Terrorist Bombing Attacks

The provisional wing of the Irish Republican Army (IRA) waged a
terrorist campaign in England, primarily involving the London
Underground and commuter rail network, from 1973 to 1998, when
the group agreed to acease-fire. Thegoal of the IRA appearsto have
been largely one of disruption rather than casualties: “ Between 1991
and 1997, there were 41 IRA attacks on transportation targets in
Englandinvolving 81 devices, 29 explosions, and 3 deaths’ (3). The
explosions, telephone bomb threats, investigation of suspicious
objects, copycats, and pranksters proved to be an enormous burden
on transportation security forces.

Officials worked to devise a security strategy whose primary
goals were to protect lives and minimize the service disruption
caused by the attacks. One program, crime prevention through envi-
ronmental design (CPTED), included strategies such as improving
visibility, lighting, and fencing as well as installing bomb shelter
areas, blast-resistant trash cans, expanded closed-circuit television
(CCTV) networks, and passenger communications systems. In addi-
tion, extra staff and patrols were trained and deployed to increase
surveillance and handle unattended items. Authorities also worked
to analyze “each and every terrorist incident and threat to look for
patterns that would enable them to more easily distinguish hoaxes
from genuineterrorist threats. . . . All threats were treated seriously

initially and then, depending on the available information, down-
graded to probable hoaxes but not dismissed until after the deadline
expired” (5). These security tactics had the effect of minimizing
casualties by forcing terrorists to choose more remote targets as it
became more difficult to successfully execute attacks intended to
generate casualties.

France aso has alengthy history of terrorist activity. During the
period from 1970 to 1995, terrorists from various Middle Eastern
countries carried out 22 attacks on French surface transportation
systems(5). Algerian terrorists set off abomb at the St. Michel train
station in Parisin July 1995. The blast killed 7 people and injured
more than 80. The Régie Autonome des Transports Parisiens
(RATP)—the agency that oversees Metro, bus, and tramway ser-
vicesinthe metropolitan Paris area—had preparedness plansto deal
with terrorism. Response and recovery happened quickly and effec-
tively, with train service resuming within 12 hours. Immediately
after the incident, the security force was increased by 3,000 agents,
trash cansin all stationswere sealed (to eliminate easy hiding places
for bombs), and a series of exits and entrances were closed (5).

The RATPhasalso put into place physical barriers, larm systems,
and a more extensive CCTV network with sophisticated software
that allows operators to bring up an image from any one of more
than 4,000 cameras. Other security measures employed include a
program designed to reduce fire hazards (through the install ation of
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fire doors and blinds, detection devices, ventilation shafts, and
reversible fans), radio networks, and continued training and exer-
cises (5). The post—St. Michel attack security tactics proved to be
relatively effective. The terrorists began to choose target areas
where the number of potential fatalities was lower. Although a
second bomb was detonated at the entrance to aMetro station about
3 weeks after St. Michel, “athird bomb was found on the track of
the high-speed train (TGV) that runs between Parisand Lyon, aless
risky location for abomber. After that, terrorists shifted their targets
to outdoor markets, public restrooms, and a school” (5).

Tokyo: Terrorist Chemical Attack

In 1995, members of the Aum Shinrikyo cult, led by Shoko Asahara,
carried out anotorious sarin (nerve) gas attack on the Tokyo subway
system. Theassault involved five attackersboarding at different sta-
tions. They each had two or three plastic bags filled with sarin that
they then punctured with sharpened umbrellas to start the release
and vaporization process. Although the terrorists were relatively
incompetent in executing theterrorist plan (bagswere not punctured
properly and some perpetratorsinhaled sarin fumes), 12 peoplewere
killed, with over 3,000 more becoming ill. Had the nerve gas been
less impure and more lethal, the number of deaths would probably
have been considerably higher. The number of people exposed,
however, would have been lower because passengers likely would
not have continued to board trains—as was the case with this
attack—if there were corpses (rather than ill people) on arriving
cars (3).

Although emergency crews responded quickly, it was initially
unclear to rescuers that they were dealing with a chemical attack,
and many becameill upon entering underground stations. Infact, the
attackstook place around 8:00 am. (peak hour), but it was not until
10:30 am. that officials actually identified the cause of the incident
assarin gas (3). Palice recovered the plastic bags and started decon-
tamination procedures by the early afternoon. The subway system
was running again later that day. Ten thousand police officers were
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deployed “toincrease security at and around locations where crowds
gathered, including subway stations, major shopping areas near train
stations and government buildings, and sports arenas’ (3). Police
immediately searched the offices, facilities, and headquarters of the
group and by mid-April had taken more than 100 members into
custody. Following the sarin gas attack, law enforcement officials
had to contend with a series of attempted assassinations, hydrogen
cyanide gas (used in Nazi concentration camps) attacks, and parcel
bombings. Jenkins and Gersten credit the response of Japanese law
enforcement in the aftermath of this attack—an aggressive crack-
down on the suspected attackers—as one of the most effective
security measures against this type of terrorist tactic (3).

The Tokyo incident pointed to several important lessons for
future antiterrorism emergency planning. It appearsthat more police
and CCTV cameras might have acted asadeterrent, but likely would
not have prevented the attack (3). Response time is actually the
most critical factor in dealing with chemical and biological attacks.
Figures 6 and 7 show that the estimated number of fatalities rises
considerably as response times to these attacks become longer (“no
action” refersto the continued operation of the train system). Inthe
case of a sarin gas attack, a response time of even 30 min will
decrease the number of fatalities by almost 50%. The sameresponse
time for an anthrax attack will result in 75% fewer fatalities. Detec-
tion systems, more cameras, alarms, training, and better coordina-
tion between police and the military would have helped rescuers
and transit agency officials identify the cause of the incident more
quickly.

PREPARING SURFACE TRANSPORTATION
SYSTEMS AGAINST TERRORIST ATTACKS

As the case studies show, the securing of a surface transportation
system consists of several key components. Transit operators need
to assessthe vulnerabilities of systems, mitigate the weaknesses, and
develop an effective overall security plan, including an emergency
response plan.
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FIGURE 6 Fatality rates after an anthrax release on a subway system (6).
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FIGURE 7 Fatality rates after a sarin gas release on a subway system (6).

Initiating the Terrorism Prevention and
Mitigation Process

The initial step in developing a security strategy for any surface
transportation system is to conduct a threat assessment and analy-
sis. This assessment is “a comprehensive study of a system that
involves identifying those components most vulnerable to disrup-
tion and assessing the likely impact of such disruption or destruc-
tion on passengers, employees, and the system” (1). It should also
include an examination of the relationships between the vulnerabil -
ities and impacts on the components of the transit system. Table 1

is an example of such an assessment conducted by the General
Accounting Office (GAOQ) for arail system. The assessment is use-
ful in that it allows assessors to evaluate the security needs for the
separate components of alarger transportation system. For example,
an attack on arail car has a high impact on people but a relatively
low impact on the overall agency. The assessment can include a
variety of other impact considerations, including the temporal and
geographical nature of an incident.

The assessment should be done in conjunction with the estab-
lishment of an incident-command system outlining “ procedures for
incident notification, deployment of personnel to the scene, chain-

TABLE 1 Transit System Assessment of Risk and Vulnerability (1)

Criticality
(Level of Impact)

Transit Components People Agency Vulnerability
Stations High® High® High
Rail

Track Low High® High

Cars High® Low High

Maintenance Yards Low Medium Medium

Switching Stations Low Medium Medium
Electric Power

Source for Agency Medium High Medium

Substations Low Medium Medium
Command Control Center Low® High Medium
Revenue Collection Facilities Low Medium Low
Bridges, Aerial, and Tunnel Structures Medium Medium® Medium
Fans, Vents, and Emergency Hatches Low Medium Medium

@ Depends on time of day incident occurs: greatest impact would be experienced during rush hours rather than

off-peak periods.

Depends on where incident occurs: an incident at a crossover or main junction would have greater impact than one

at an outlying station or track segment.
° Affects employees only.
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of-command and interagency relations and communication, triage
and treatment of casualties, and improved agency recovery of oper-
ations’ (1). Itisasocrucia for atransit agency to develop relation-
ships with local, state, and federal law enforcement and security
agencies to stay informed about potential terrorist threats and
establish clear jurisdictional roles (4).

Addressing and Resolving Vulnerabilities

After conducting arisk assessment, an agency can begin to implement
counterterrorism procedures and strategies. There are a variety of
vehicledesign, surveillance, detection, and security force tacticsthat
can be utilized. The CPTED programs described earlier in the
London case study involve specific design measures that help bol-
ster security, including improving lighting, signage, and visihility;
removing niches and corners; improving (or removing) restrooms;
designing structures that control access and movement; and keep-
ing floors, walls, and elevators clean. Many of these tactics were
designed to address general crime and security issues, but they are
extremely effective and necessary in antiterrorism campaigns as
well (4). Deterrent measures such as alarms, CCTV systems, and
an increased presence of security personnel are also useful active
security-enhancing tactics. Table 2 outlines and summarizes some
of these vulnerability-resol ution techniques.

Security against chemical and biological attacksinvolves mitiga-
tion techniques that overlap with response and recovery measures.
Subways are especially susceptible to chemical and biological
attacks because of their closed-system design. The movement of
trainsthrough tunnels and stationsaswell asthe heating, ventilating,
and air conditioning systems facilitates the spread of agents (6). As
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discussed earlier, effective detection systems are central to estab-
lishing a defense against these terrorist tactics. |dentification of the
particular agent and containing it are the next steps in the process.
Examples of containment and detoxification technologies include
air curtains, aqueousfoam, fume burners, high-temperature catalytic
converters, wet scrubbers, carbon beds, and water sprays (6).

Developing Terrorism-Response and
Emergency Plans

Transportation agencies should have detailed emergency action
plans that establish procedures to be used when a situation deemed
threatening occursin or near atransit system. Some agencies address
terrorism as part of the general emergency plan; others have specific
plans that focus on terrorism. The plan should not just outline a
chain of command during response to an incident. It should also
describe specific actions, duties, and activities for all individuals
involved in the crisis response, including

train and bus operators, dispatchers, maintenance personnel, track/
signal/engineering personnel, media staff, police and security officers,
and safety personnel. Emergency procedures may address any of the
following issues:

How to report an act of terrorism or extreme violence,

How to determine and eval uate thefacts of theincident at the scene,
How to verify incident notification,

How to protect the scene of theincident,

How to properly ventilate the scene,

How to restrict trains from the scene,

How to remove and restore third-rail power, and

How to assist in rescue and evacuation operations. (4)

TABLE 2 Security Measures Used to Deter Terrorism (4)

General
Category Type of Measure Particular Measure
Law Police patrols (routine and special) Uniformed (bicycles, carts, and motorcycles)
Enforcement
Activities
Random and scheduled facility Plainclothes
inspections Canine
Recommendations at design stage of Officerstrained in CPTED (Crime Prevention
construction or reconstruction of Through Environmental Design)
security enhancements
Physical Closed circuit television (CCTV) Constant monitoring; video recording; alarm-activated
Security recording; monitored safety zones
Equipment

Intrusion-detection alarms

Electro-mechanical; microwave; ultrasonic

Access control

Electronic access control systems; biometrics;
employee badges; magnetic key cards; employee sign-
in procedures; work order procedures; fences and
gates; locks; vaults

Communications

Radios; public address systems; emergency station and
rail car phones; train annunciator systems; silent
alarms

X-ray equipment

Portable explosive detection equipment

Blast-resistant containers

Specialized materials for trash can construction

Vehicle barriers

Concrete barriers strategically placed to protect agency
and access facilities

Under-vehicle surveillance

Fixed devices that scan the underside of vehicles and
can be used to check for bombs

Gas-detection devices

Portable devices and agencywide installation

Lighting

Halogen, fluorescent, infrared, and spotlights; lighting
redundancy
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Emergency preparedness experts also suggest that transit agen-
cies have contingency plans available for such activities as assess-
ing anincident and gathering evidence; conducting emergency field
operations; and establishing operational sectors or zones (4).

As the case studies demonstrate, emergency preparedness train-
ing is crucial in the successful execution of response plans. The
1997 TRB survey (4) indicates that about 40% of respondents felt
their agency was very well prepared or well prepared for an attack.
However, 17% did not consider themselves well prepared. In addi-
tion, half of the agencies had not ever conducted terrorism response
drills. Training procedures may include orientation and education
sessions, tabletop exercises, functional drills, and full-scale exercises.
Thegoal of training isto streamline the response process and create
an effective and integrated command, control, and intelligence
structure (4).

COST CONSIDERATIONS AND
COST-EFFECTIVENESS DETERMINATIONS

The security of a surface transportation system focuses on two pri-
mary priorities: minimizing therisk to patrons and restoring services
quickly following an incident. Because the design and implementa-
tion of security measures tend to be very costly, the challenge for
transit operatorsisto identify the most cost-effective counterterror-
ism tactics available. According to Jenkins, these decisions are
complex and multilayered:

Because terrorist threats are not easily quantifiable, it is difficult to
determine the “right” level of security. Using cost—benefit analysis as
the sole criterion to determine the level of security isnot very helpful.
Therisk of death to any individual citizen from terrorism is miniscule,
making it difficult to argue for any security measure on the grounds
that it will save lives. The problem is exacerbated by the fact that the
perceived burden of security is not determined by the number or capa-
bilities of the potential attackers but by the size and number of targets.
Sincethethreat of terrorismismurky and security measuresare costly,
it ishard to justify the expenditures before an attack. (5)

However, Siegrist and Lejeune’s attempt to quantify the eco-
nomicimpact of abiological attack suggeststhat the costs of aninci-
dent could run into the hundreds of millions of dollars: “If one thou-
sand workers in a building were exposed [to anthrax], the cost in
terms of lost lives would be $395 million; lost output during clean
up $13-20 million; cost of response $5 million; cost of clean up at
least $1 million; and medical costs approximately $200 thousand.
The number of people who could be exposed in a subway attack
could greatly exceed 1,000 with potential total costs increasing
commensurately” (7).

Transit officials must also contend with the frequent financial
constraints around implementing terrorism security measures.
During a 1996 symposium, Terrorismin Surface Transportation,
Thomas Savage, New York City Transit's Chief Security Officer,
acknowledged the funding difficulties and described the ways in
which he was working to maximize resources: “ The budget isareal
problemin New York. | have avery limited budget to put in sophis-
ticated security systems in existing facilities. Where | have more
flexibility is in the capital budget. . .. Everything that we buy or
build—whether it be a new subway car, a bus, or a new facility—
reflects design effort from the beginning” (8). In addition to the use
of environmental design tactics (such as CPTED strategies), many of
the antiterrorism measures described earlier can also beincorporated
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into the existing general crime prevention and emergency planning
programs of agencies to reduce costs and avoid the duplication of
activities.

A publication entitled A Guide to Highway Vulnerability Assess-
ment (9) is an example of a set of guidelines that transit personnel
could adapt for usein developing security strategiesfor public tran-
sit systems. The guideincludesasystematic set of exercisesfor con-
ducting critical asset identification, vulnerability and consequence
assessments, and countermeasure devel opment for highway systems.
In addition, the guide provides state department of transportation
staff ameansto inventory countermeasures and determine prelimi-
nary costs. By packaging the countermeasures, assessors can deter-
mine the sets of countermeasures that “make sense operationally
and from avulnerability reduction perspective. In some cases, asin-
gle measure will apply to multiple assets . . . ; in others, multiple
countermeasures will be applied to a single asset” (9). Subsequent
steps involve estimating capital investment, annual operating, and
annua maintenance costs (e.g., low, medium, high) and matching
these criteria with countermeasure functions (e.g., deter, detect,
defend). Agency personnel can then group the countermeasures to
calculate approximate unit costs; these costs estimations can guide
the development of appropriate and effective investment strategies
and decisions.

A review of available security measures suggeststhat the follow-
ing strategies are cost-effective, relatively easy to implement, and
often part of larger crime and security strategies (1, 3-5):

* Upgrading and expansion of CCTV systems (this technology
isless expensive than personnel expenditures);

* Use of enhanced radio and communications systems;

* Incorporation of environmental design elements and features
into new structures and trains,

* Implementation of regular training and exercises, including
drills, tabletop exercises, no-notice responses, and full-scale simu-
lations for regular and security staff (a generally low-cost option);

» Establishment of close relationships with local, state, and
federal law enforcement to monitor and assess potential threats; and

* Development of a unified command system with coordination
between transit and other integral agencies.

Because the threat of chemical and biological attacksisincreas-
ing, the installation of fast, accurate biological and chemical detec-
tion systemsis becoming increasingly important. Much of the tech-
nology is still being developed and enhanced; the associated costs
remain unclear.

POST-9/11 TRANSIT SECURITY ACTIONS,
CHALLENGES, AND FUTURE RESEARCH

In December 2002, GAO released a report entitled Mass Transit:
Federal Action Could Help Transit Agencies Address Security Chal-
lenges (10). Using interview and survey results, the report outlines
the current challenges involved in securing transit systems as well
asagency effortsto address saf ety and security needs. Many domes-
tictransit agencies started to examine security issues moreintensely
after the sarin gas attack in Tokyo and other incidents, such as nat-
ural disasters. However, agency officials clearly focused more sub-
stantial attention on system security after 9/11. The GAO interviews
and survey find that “ many transit agenciesinlarge and small urban-
ized areas have implemented new safety and security measures or
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increased the frequency or intensity of existing activities” (10).
These include a variety of tactics: vulnerability or security assess-
ments; fast-track security improvements; immediate, inexpensive
security improvements (e.g., the removal of bike lockers and trash
cansand thelocking of underground restrooms); an intensified secu-
rity presence; increased emergency drills; revised emergency plans;
and additional training (10).

In terms of challenges, the GAO report finds that funding issues
remain aprimary difficulty for transit agenciesin securing their sys-
tems: 44% of survey respondentsindicated that insufficient funding
is the most significant challenge to securing their transit systems,
and 64% said that it had limited their ability to fully address secu-
rity issuesidentified during vulnerability assessments (10). Thefind-
ings point to several specific factors that contribute to funding as a
challenge, including the high cost of security measures; budget con-
straints and overall decreases in transit revenue; the balancing of
agency priorities (capital and operating versus security improve-
ments); and federal limitations on using urbanized area formula
fundsfor security purposes (10). In addition, the report indicates that
transit agencies are facing challenges in coordinating their emer-
gency planning and response activities with various governmental
entities. Most agency respondents (77%) reported working with
local governments, and 65% said that they felt adequately integrated
into the emergency plans of their local governments. However,
some respondents did identify factors that made local coordination
adifficulty such as insufficient funding, limited awareness of ter-
rorist threats, and alack of timeto coordinate (10). A majority also
stated that they had not directly coordinated with regional, state, and
federal agencies.

The securing of any surface transportation system is an ongoing
process that draws on a variety of sources and constantly changing
information. Collectively, Boyd and Sullivan (4) and Policastro and
Gordon (6) find that the following topics and issues require further
research:

* Improvement of the information flow between local transit
authorities and federal intelligence and law enforcement agencies
(most notably the Transportation Security Administration, the
Department of Homeland Security as awhole, and the FBI);

* Development of anational transit terrorism warning system to
alert agencies to critical threats (similar to the systems used by the
FAA);

* Creation of regional transit terrorism working groupsthat allow
agencies and personnel from various jurisdictions to exchange and
maximize resources;

* Development of modeling and training software, including
computer-based decision support toolsand virtual reality simulation
exercises, and

* Development of more sophisticated surveillance and chemical
and biological detection systems that utilize artificial intelligence,
sensing, and video technology.

Furthermore, transit agencies would benefit from future research
that acknowledges and addresses funding concerns and constraints
at thelocal level. Thisissue suggeststwo different sets of policy and
research questions. First, how can agencies acquire more funds for
the purchase, installation, and maintenance of new technology? In
other words, researchers and policy makers should examine those
institutional changes, particularly at thefederal level, that will result
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in more effective fund allocation processes. Second, how can agen-
ciesidentify the cost-effective, long-term strategies most appropriate
for their particular transit environments and needs?

CONCLUSIONS

The events of 9/11 thrust the issue of transportation security to the
forefront of public policy and media affairs as well as the public
conscience. Although the focus has remained largely on commer-
cia aviation, surface transportation systems are especially vulner-
ableto any of anumber of terrorist tactics. Case studies of terrorist
attacks on subway systemsin London, Paris, and Tokyo offer tran-
sit officialsinvaluableinsight into the waysin which security mea-
sures and planning both succeed and fail. In the case of public tran-
sit, however, theissue of cost-effectivenessisinevitably aconcern,
and countermeasures must be assessed and adopted with these finan-
cial constraintsin mind. The development of highway-vulnerability
assessment guidelines can be adapted to transit systems. These
guidelines would allow transit personnel to weigh and balance the
effectiveness of measures and their implementation, operation,
and maintenance costs. While public transit systems face a unique
set of challenges, a shift away from limited modal security per-
spectives to ones that incorporate and recognize the intermodality
of contemporary transportation systems is likely to prove most
beneficial.
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